
 

    

  

July 18, 2024 

   

  

Dear PHA Executive Directors: 

As you are no doubt aware, scammers have long targeted the communities we serve, 
looking to exploit vulnerabilities for illicit purposes. When this happens, it puts our 
community members at risk and our programs and operations suffer damage to both 
reputation and trust.  

Most recently, fliers have been circulating on social media advertising assistance with 
applying for Section 8 funding. The flyer and website ‘www.govassistance[dot]org’ are NOT 
legitimate. The scam aims to take advantage of Section 8 applicants to obtain their personal 
information to facilitate fraudulent activity.  

There are multiple versions of the below advertisement on various websites including 
Facebook, Instagram, and Tik Tok, typically with slightly changed verbiage and dates.  

 

 

 



Today we’re asking for your help to highlight these scams and their methods and to help 
educate individuals and families about the proper process and channels of communication 
for your voucher program.  

For example, you can share a version of this flyer clearly identifying it as a scam while 
encouraging community members to contact your PHA with questions about available 
applications and reminding them that they will never be charged to join a waiting list.  

You can also share legitimate local housing search resources and best practices for 
cybersecurity including:  

• If it seems too good to be true, it probably is,   
• Never click on a hyperlink if you are unsure if it is legitimate or without verifying with 

a trusted source, and   
• Never submit Social Security Numbers, bank / cred card information, or other 

personal details to a website found through an online search.   

Individuals who fall victim to this or similar scams can file a complaint at the Internet Crime 
Compliant Center (IC3): https://www.ic3.gov/. Additionally, if someone reaches out to you 
about a scam involving HUD, please reach out to our Computer Incident Response Team 
(CIRT) at CIRT@hud.gov. 

    

 

  

We hope you enjoy receiving these messages from HUD's Office of Public and Indian Housing. 
  

Public Housing Agency contact information is retrieved from HUD’s Public Housing Information Center (PIC). 
If your agency’s contact information is out of date, please update PIC with the correct contact information. 

We update our email lists from PIC twice a month, so you should see your change reflected after two weeks. 
  

Thank you for furthering HUD’s mission in the communities you serve. 
 

 

https://nam11.safelinks.protection.outlook.com/?url=https%3A%2F%2Flnks.gd%2Fl%2FeyJhbGciOiJIUzI1NiJ9.eyJidWxsZXRpbl9saW5rX2lkIjoxMDAsInVyaSI6ImJwMjpjbGljayIsInVybCI6Imh0dHBzOi8vd3d3LmljMy5nb3YvP3V0bV9tZWRpdW09ZW1haWwmdXRtX3NvdXJjZT1nb3ZkZWxpdmVyeSIsImJ1bGxldGluX2lkIjoiMjAyNDA3MTguOTc3NzY4MzEifQ.DW3qWAUyHZ8unnMbPUdtzlrQuRIL8BM8_o3VvuwSo7U%2Fs%2F1112577845%2Fbr%2F245952006252-l&data=05%7C02%7Cacunaj%40boulderhousing.org%7C5d98649925b24f44b64e08dca7388ca1%7Cf9bab3cd5d144378b2e630b566bdad5d%7C0%7C0%7C638569108555989642%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=bIDMOvHxx5aJSuXHebGTUe%2Fyd4KQDjlcjl98nR06%2BZw%3D&reserved=0
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